ReAL-TIME OPERATING SYSTEMS W

RTOS uses virtual machine technology
to share the CPU with Windows

by Kim Hartman, TenAsys

When applying Windows to
time-critical instrumentation
applications, a real-time oper-
ating system is necessary to
satisfy the requirements for
accurate and repeatable data
acquisition and control.
TenAsys introduced an RTOS
that shares the CPU with
Windows, using virtual
machine technology.

m Embedded system designers have for years
had to balance the need for a flexible, full-fea-
tured human interface or database system with
the deterministic requirements of time- or mis-
sion-critical system functions. The trade-offs
often result in two distinct computing elements
being built into one system: one hardware sub-
system to run Windows for the GUI, third party
applications, and enterprise functions, and a
second hardware platform to host a dedicated
RTOS that controls the time-critical elements of
the application.

Unfortunately, a second control computer adds
substantially to the cost of hardware, and the
complexity of software development for two
different platforms. A “single-computer dual-
OS” system, where one compute element hosts
both the Windows system and the RTOS, re-
duces manufacturing cost and complexity,
simplifies the coordination of Windows with
real-time processes, and enables the use of a sin-
gle set of development tools, cutting design
costs and effort spent on a second set of engi-
neering tools and staff. For this reason real-time
Windows solutions that allow two execution
environments to share a single CPU platform
are becoming increasingly popular.

Some real-time Windows solutions utilize a
Windows driver inserted in the Windows ker-
nel, an approach that presents many reliability
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Figure 1. The RTOS and its
processes run on the same
hardware as the standard
Windows kernel, sharing the
CPU, memory, and I/O
resources.

and software design challenges. In contrast to
this, a true dual-OS solution employs virtual
machine technology where the non-deter-
ministic application elements execute on a
“Windows virtual machine”, and deterministic
software executes on a “real-time virtual ma-
chine” (figure 1). To ensure efficient imple-
mentation of real-time threads, the virtual ma-
chine architecture supports direct access to I/O
and memory, a fixed priority scheduling sys-
tem with priority-inversion protection, and
simplified interrupt-handling services. They
can then create and deploy sophisticated real-
time applications without having to write
complex and cumbersome device drivers for
access to real-time hardware, simplifying devel-
opment and debugging of control and data
acquisition algorithms.

The virtual machine approach to combining
real-time task processing and Windows appli-
cations in the same system is quite different
from approaches that install a real-time kernel
in the form of a Windows device driver or sub-
system. The device driver and subsystem mod-
els force real-time applications to operate as
part of the Windows kernel. Kernel mode
code has privileged access to the entire memo-
ry space, including the Windows kernel and
other device drivers; it lacks address isolation
and memory protection. A real-time thread
running on such a system can easily overwrite
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other processes: both real-time and Windows
processes. Because such programming errors
are difficult to detect in kernel mode, and can
result in spurious but critical failures, achieving
reliable operation through this method often
requires extensive testing and debugging. Many
such errors are not detectable until the system
has been deployed in the field. Creating a com-
plex, multi-threaded, real-time application to
run inside the Windows kernel is contrary to
the notion of building reliable, safe, and
dependable real-time applications.

On the other hand, using a virtual machine to
add real-time responsiveness to Windows,
where real-time applications run in user-mode
(ring 3), not kernel-mode (ring 0), enables the
RTOS to maintain reliable operation of real-
time processes in the event of a Windows crash.
Each real-time process runs in a separate 32-bit
protected memory segment. By taking full ad-
vantage of the virtual addressing hardware built
into Intel architecture CPUs, a real-time Win-
dows environment is able to provide the follow-
ing protection and debugging mechanisms to
real-time processes:
v code, data, stack, and heap are kept in
separate, non-contiguous pages
v/ code is placed in read-only pages for extra
protection
v/ paging is utilized for address isolation and
pointer overrun protection
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